This is a list of questions to ask students doing the exercise.  It is a preliminary version for CCSC-NORTHWEST, 2014.
Q1: Your home directory contains various files that will be used in this scenario. One is the file empty.c, whose contents is: 
int main () {}
Compile this program as follows:
gcc -o empty empty.c
Now run strace to execute the empty program: 
strace ./empty
What do you think the output of strace indicates in this case? 

How many different syscall functions do you see?
Q2: The -o option of strace writes its output to a file. Do the following: 
strace -o empty1 ./empty

strace -o empty2 ./empty

diff empty1 empty2
Explain the differences reported between traces empty1 and empty2.
Q3: Study the program copy.c.  
# include <stdio.h>

# include <stdlib.h>
int main (int argc, char** argv) {

  char c;

  FILE* inFile;

  FILE* outFile;

  char outFileName[256];

  if (argc != 3) {

    printf("program usage: ./copy <infile> <outfile>\n");

    exit(1);

  }

  snprintf(outFileName, sizeof(outFileName), "%s/%s", getenv("HOME"), argv[2]);

  inFile = fopen(argv[1], "r");

  outFile = fopen(outFileName, "w");

  printf("Copying %s to %s\n", argv[1], outFileName);

  while ((c = fgetc(inFile)) != EOF) {


fprintf(outFile, "%c", c);

  }

  fclose(inFile);

  fclose(outFile);

}
Compile it to an executable named copy, and use strace to execute it as follows: 
strace ./copy tiger.txt mytiger.txt
Explain the non-boilerplate parts of the trace by associating them with specific lines in copy.c. 
Q4: The file strace-identify was created by calling strace on a command. The first line of the trace has been deleted to make it harder to identify. Determine the command on which strace was called to produce this trace. 
Q5: The file mystery is an executable whose source code is not available.  Use strace to explain what the program does in the context of the following examples:
mystery foo abc 

mystery foo def 

mystery baz ghi
Q6.  Create a one-line “secret” file.  Here’s an example, though of course you choose something different as your secret: 
echo "My phone number is 123-456-7890" > secret
Now display the secret to yourself using cat: 
cat secret
Is your file really secret?  How much do you trust the cat program?  Run strace on cat secret to determine what it’s actually doing  Can other students read your secret? Can you read the secrets of other students? Explain everything you observe. 
Q7.  Here is a simple shell script in script.sh:
#!/bin/bash

echo "a" > foo.txt

echo "bc" >> foo.txt

echo `id -urn` >> foo.txt

chmod 750 foo.txt

cat foo.txt | wc
Compare the outputs of the following calls to strace involving this script. Explain what you see in the traces in terms of the commands in the script. 
strace script.sh

strace -f script.sh
Q8.  Sometimes strace prints out an overwhelming amount of output. One way to filter through the output is to save the trace to a file and search through the file with grep.  But strace is equipped with some options that can do some summarization and filtering. To see some of these, try the following, and explain the results:
strace find /etc/pki

strace -c find /etc/pki

strace -e trace=file find /etc/pki

strace -e trace=open,close,read,write find /etc/pki
