Online resources for cybersecurity

BoF SIGCSE 2013

These resources are ranked as easy, medium, or hard for instructors/setup

Security Injections (student level: CS0 – CS2) [easy setup]
http://cis1.towson.edu/~cssecinj/modules/
integer overflow, input validation, buffer overflow, exception handling, secure variables, phishing, passwords, cryptography, data encapsulation, XSS, SQL injection, WiFi

SEED.  Kevin Du  (student level: medium - advanced)
http://www.cis.syr.edu/~wedu/seed/all_labs.html
buffer overflow, set-UID vulnerabilities, race condition, string format, return to libc, chroot vulnerability, TCP/IP vulnerability, DNS pharming, XSS, XRF, SQL injection, firewall, IPSec, Syn Cookies, Cryptography, RBAC.

DETER  (student level: basic – advanced) [easy setup]
https://education.deterlab.net 
https://education.deterlab.net/course/view.php?id=12 
MITM, firewall, DOS, ACLs, malware, SQL injection, firewall, BGP, IDS

RAVE (student level: basic - medium)
help@rave-lab.com
https://vc1.csu.rave-lab.com 
IP and port scanning, malware capabilities, firewall, finding s/w vulnerabilities, MITM, forensics, SQL injection. Lab manual: Principles of Compute Security Lab Manual.  

Ken Williams (student level: medium)
http://cswilliams.ncat.edu
Firewall simulation, buffer overflow.

Seattle (reference monitors, medium) [easy setup]
https://seattle.poly.edu/wiki/EducationalAssignments/SecurityLayerPartOne
https://seattle.poly.edu/wiki/EducationalAssignments/SecurityLayerPartTwo
emerging

Michael Jipping 
jipping@hope.edu 
password cracking

EDURange 
http://blogs.evergreen.edu 
Firewall, analysis skills

Seattle
https://seattle.cs.washington.edu
software tools
Bill Chu (SIGCSE 2013 paper)
ASIDE for secure coding.

FACULTY DEVELOPMENT
Security Knitting Kit
www.secknitkit.org


Business case-studies, Barbara Endicott-Popovsky, coursera

emerging

Steve Cooper

